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About me

. Software, tools, architecture and integration consultant at CROZ
.12 years developing IT systems

- Focused on big mission critical systems (banking, transaction processing, ...

. linkedin - mcerkez88



Kafka ecosystem
components

. Infrastructure

. ZOOkeeper
- Kafka broker

- Applications
. Consumers
- Producer

Apache & Kafka Broker
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Kafka ecosystem installation

. Bare metal - Kubernetes

.\V/Ms . Strimzi operator available from operator
hub

. Cloud

- https:.//strimzi.io

- As part of existing streaming platforms

- As part of existing cloud offerings . Provides declarative installation model

. Battle tested
- Easy to install


https://strimzi.io/

How do we secure access to Kafka Broker resources?

- By default Kafka has no authentication or authorization enabled and configured

- Anybody with access can perform any action on cluster
. Great for testing and extermination



Authentication methods

. Different Kafka distributions support different authentication methods
- SASL/GSSAPI (Kerberos) - starting at version 0.9.0.0
- SASL/PLAIN - starting at version 0.10.0.0
- SASL/SCRAM-SHA-256 and SASL/SCRAM-SHA-512 - starting at version 0.10.2.0
- SASL/OAUTHBEARER - starting at version 2.0

. Possible to configure multiple methods on same broker using multiple listeners



Authentication using OAUTH2 token

- Supported by Strimzi
- Externalized and centralized user management

- Most organization already familiar with OAUTH2

. Authentication only solves part of the problem.
- Once client is authenticated to broker it can still access all resources (topics)



Authorization methods

.- Authorization is separated from authentication

- Kafka delegates authorization to Authorizer interface implementations

(https.//kafka.apache.org/28/javadoc/org/apache/kafka/server/authorizer/Auth
orizer.nhtml)

-Based on ACLs

- Methods supported by Strimzi:
- Simple (defined using operator)
- Oauth
- Open policy agent
. Custom (usually Ranger)

- Authorization is always configured for the whole Kafka cluster.


https://kafka.apache.org/28/javadoc/org/apache/kafka/server/authorizer/Authorizer.html

Authorization using Keycloak authorization services

. Create keycloak client with enabled authorization services
- Configure strimzi cluster to use kaycloak client for authorization service

- Permissions are defined using combination of Kafka authorization primitives
- Operations
- Resources



Operations and resources in Kafka

. Read

- Write

. Create

. Delete

. Alter

. Describe

. ClusterAction

- DescribeConfigs
. AlterConfigs

- [dempotentWrite
- All

. Topic

- Group

. Cluster

. Transactionalld

- DelegationToken



Demo
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Kafka &

Settings Credentials Keys Roles Client Scopes @ Mappers @ Scope @ Authorization Revocation Sessions @ Offline Access @ Clustering Installation @ Service Account Roles @
settings Resources Authaorization Scopes Policies Permissions Evaluate Export Settings
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MName Actions
» | Alter
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Clients » kafka » Authorization : Permissions @ team-a-javacro-topic

Team-a-javacro-topic w

MName * @ team-a-java cru—tupicl

Description @

Apply to Resource Type @ OFF
Resources * @ [ Topicjavacro * B l
Apply Policy @ [ Select existing policy... - l | Create Policy... w |
Mame Description Actions

Dey Team A Remove

Decision Strategy @ Unanimous ~

Save || Cancel
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Resources

- Github link - https:.//github.com/mcerkez88/javacro2022/tree/master
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